You are tasked with producing a report, which will identify, describe and evaluate two other risks from the OWASP Top 10. (Not Injection or Cross-Site Scripting). Each entry should demonstrate how to replicate the vulnerability (practically) and how to circumvent against it. Your entry should also prioritise these vulnerabilities and provide details of cases documented in the media of where these vulnerabilities have been exposed (and the ‘damage’ caused). This report will require you to practically implement two of the risks. You should use the OWASP website as your guide. Simply describing the risks will not get you the marks required to pass.
Instructions
Write a 3000 word report on TWO OWASP top 10 Security Risks. You may choose any two from the list below.
1. Broken Authentication
2. Sensitive Data Exposure
3. XML External Entities (XXE)
4. Broken Access Control
5. Security Misconfiguration
6. Insecure Deserialization
7. Using Components with Known Vulnerabilities
8. Insufficient Logging & Monitoring
The report should include:
1. A critical analysis of the Risk, with examples, clearly detailing the vulnerability in the code or application and how the risk can be exposed. (Description is not enough, there needs to be an practical example).
2. Details of an example of a recent attack
3. Explain the attack and how it was discovered
4. The data compromised
· The solution.
1. Identify appropriate countermeasures for each risks and evidence their testing.
2. Outline guidelines for developers to follow in order to prevent such attacks.
· [bookmark: _GoBack]Late submissions will not be accepted unless with a valid medical certificate. Extensions will not be granted, therefore please do not ask!
Formatting
Please use following formatting throughout your paper.
· 12pt font
· Justified text (no ragged edges)
· Headers have a maximum size of 16pt font
· References should use the Harvard UL Referencing system.
Plagiarism
Stealing someone else's writing will not be tolerated. Do not copy text from other sources. For example, do not simply copy a paper/blog’s points etc. directly. All work must be entirely your own. You must properly reference any material you use during the course of the report work. You should use the Harvard UL referencing system. Your list of references should appear at the end of the lab report.

